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DOT -COM I nt er Act ion S er ies
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“E-commerce is  one of the mos t vis ible examples  of the way

in which I CT s can contr ibute to economic growth.  I t helps

countr ies  improve trade efficiency and facil itates  the

integration of developing countr ies  into the global economy.

I t allows  bus ines ses  and entrepr eneur s  to become more

competitive.  And it provides  j obs , thereby creating wealth.”

Kofi Annan, UNCT AD E-Commerce & Development Report 2002
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Outsourcing:  Uns toppable

ο Globalization of I T  production boos ted US  economy by 
$230 bi l l ion in pas t 7 years ;  globalization of I T  s ervices  
should do same (C. Mann) 

ο Volume of offshore outs ourcing wil l  increase 30-40 %  
per  year  for  next 5 year s .  (McKinsey)

ο 3.3m white-collar  j obs  & $136B in wages  to developing 
countr ies  from U.S . by 2015 (For res ter  Res earch)

ο 1 in 10 U.S . I T  j obs  offs hore by 2004 (Gartner)

ο 15%  of F inancial S ervice indus try’s  cos t base expected 
to move offshore within 5 years . (Deloitte)
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T he Race is  On….
ο Complex interdependencies

ο Countr ies  competing for  FDI , j obs

ο Limited fiscal resources  

ο Need to match capabil ities  with 
oppor tunities

ο Need to have pr ivacy, s ecur ity, cybercr ime
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Nexus  Between Cyber  S ecur ity, 
Pr ivacy, & Cybercr ime

Major  Component  of  Cyber  S ecur i t y is  Abi l i t y 
t o P r ot ect  Agains t  U naut hor iz ed Acces s  &  
D is clos ur e;  E nt er pr is e Appr oach Needed;  
Mus t  be Able t o Det er , Det ect , Obt ain E vidence  

P r ivacy &  S ecur i t y B r eaches
Ar e Cyber cr imes ;  L aw s  Det er , 
E nable P r os ecut ion

P r ivacy Dependent  upon S ecur i t y;
Dr iven by L aw s , Cult ur e

Cyber cr imeP r ivacy

S ecur i t y

© JODY R. WESTBY, Esq. 
December 1-2, 2003
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Helps  Match Oppor tunities  With 
Capabilities  & Eliminate Problems  
to Boos t Global Competitiveness

Opportunities Risks
- S ervice & call center s - Weak/no pr ivacy, secur ity,
- Legal research cybercr ime laws
- Equity research, financial analys is - No/low trained law enforcement
- Accounting fund management - I nadequate procedures  for  s /s
- Chip des ign, computer  modeling - Cybercr ime not a pr ior ity
- Architectural des ign, tech drawing - Jur isdictional is sues
- Computer  animation - Lack of international cooperation
- Fi lm suppor t, special effects - Extradition problems
- Map & satell ite imagery analys is - Hotbed for  cr ime, cor ruption
- Remote sys tem adminis tration - Political ins tabil ity
- Data bank development, s torage - I nadequate ski l ls  in workforce
- S oftware development - Public relations  r is ks
- Hardware as sembly - Over loaded/corrupt j udiciary
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I nternational Guide to Combating Cybercr ime

I nternational Guide to Cyber  S ecur ity

I nternational Guide to Pr ivacy

Roadmap to an Enterpr ise S ecur ity Program

Email:  wes tby@mindspr ing.com

Jody R. Wes tby
Washington, DC  
001 202  255 2700

AB A B ooks :  F r ee t o Developing Count r ies
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T HANK YOU!


